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Part 1 : Overview
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1.6

Introduction

The purpose of this software is to provide the business with a “one size fits all” software
solution to keep an audit trail of modifications to data, for users to take ownership of their
actions and thereby have a more responsible attitude to their actions.

Objectives
By using Whodunnit? Audit Trail Software for System i, you can identify:

Who changed your iSeries data;

Exactly when it was changed;

Which program was used to change the data;
Which records were changed, added or deleted;
The values before and after the change.
Specify the duration to save the audit logs.

Files
The files used by the Whodunnit? Audit Trail Software are:

FREGISTER File information for registered libraries.

FFREGISTER Field information when you register your files.
FSELECTORS The values you select when running your audit trail reports.
TRGEXCL Trigger Exclusions File.

The abovementioned are stored in the AXAUDN library (where “n” is the current version
number of Whodunnit — e.g. AXAUD2).

Accessing the Whodunnit? Main Menu
Add the AXAUD?2 library to your library list, addlible axaud2
To access the Whodunnit? Main Menu, type go axaud2/axaudmnu on a command line.

Setup of Library and Library Lists

It is strongly recommended that separate libraries be created to store the trigger, purge and
print programs (e.g. WHOPGM) as well as one for the log files (e.g. WHOLOG). The
programs/log files can also be stored in the same data library as the file(s) being audited,
however this will cause the size of your data library to grow as each log file is created and may
cause problems with backups and/or software upgrades.

However should you choose to use WHOPGM and/or WHOLOG or your own designated
libraries, please ensure that they are in your library list.

Recommendations
Triggers should not be set on workfiles: i.e. files that require a CLRPFM (clear physical file
member) during a day/month end process as this can cause a day/month end to crash.



Part 2: Preliminary Checks

2.1 Check for a physical file trigger
As a file may already have been triggered previously, it is always safer to check if a trigger
already exists. From the Whodunnit? Main Menu, select Option 1 (Check for physical file

trigger).
AXAUDMNU Axiom Systems Africa - WHODUNNIT Audit Trail System
System:
AXIOM520
Select one of the following:
Set-up Auditing (Please read the Overview in the U ser Manual before setup)
1. Check for physical file trigger
2. Select library for auditing
3. Work with files in selected library
Reporting
11. Select and Run Reports
90. Sign Off
Bottom
Selection
1
Fl=Help F6=Work with Spool Files F10=Display Me ssages F21=Command Line
Type in the physical file and library name in the applicable fields.
Check for Triggers (CHKT RG)
Type choices, press Enter.
Physical file ......... DSCMO0P Name
Library ........... TMSDTAMMLName
Bottom
F3=Exit F4=Prompt F5=Refresh F12=Cancel F1 3=How to use this display

F24=More keys




If a trigger already exists on the file a highlighted message will appear at the bottom of the
screen:

AXAUDMNU Axiom Systems Africa - WHODUNNIT Audit Trail System
System:

AXIOM520

Select one of the following:

Set-up Auditing (Please read the Overview in the U ser Manual before setup)
1. Check for physical file t rigger
2. Select library for auditing
3. Work with files in selected library

Reporting
11. Select and Run Reports

90. Sign Off

Bottom
Selection
1
Fl=Help F6=Work with Spool Files F10=Display Me ssages F21=Command Line
File TMSDTAMML/DSCMOOP has triggers: please investi gate.

If there is no trigger on the file the following highlighted message will appear at the bottom of
the screen:

AXAUDMNU Axiom Systems Africa - WHODUNNIT Audit Trail System
System:

AXIOM520

Select one of the following:

Set-up Auditing (Please read the Overview in the U ser Manual before setup)
1. Check for physical file t rigger
2. Select library for auditing
3. Work with files in selected library

Reporting
11. Select and Run Reports

90. Sign Off

Bottom
Selection
1

Fl=Help F6=Work with Spool Files F10=Display Me ssages F21=Command Line

File TMSDTAMML/DSCMOOP has no triggers.




2.2 Identifying a physical file trigger
Should you wish to check the details of the trigger that is already set on a physical file type the
following on the command line:

DSPFD FILE(MYLIB/MYFILE123) TYPE(*TRG)

Note: replace the MYLIB with your library name and the MYFILE123 with your physical file
name. The details of the trigger information will then be displayed.

Part 3: Setup of Audit Objects and Triggers

3.1 Select library for auditing
Select the library/ies that contain the files and fields you want to audit. From the Whodunnit?
Main Menu select Option 2 (Select library for auditing).

AXAUDMNU Axiom Systems Africa - WHODUNNIT Audit Trail System
System:
AXIOM520
Select one of the following:
Set-up Auditing (Please read the Overview in the U ser Manual before setup)
1. Check for physical file t rigger

2. Select library for auditing
3. Work with files in selected library

Reporting
11. Select and Run Reports

90. Sign Off

Bottom

Selection
2

Fl=Help F6=Work with Spool Files F10=Display Me ssages F21=Command Line




Type in the name of the library you wish to audit.

Select library for auditing (ADDFLIB)

Type choices, press Enter.

Library ............ MYLIB Name
Bottom
F3=Exit F4=Prompt F5=Refresh F12=Cancel F1 3=How to use this display

F24=More keys

After selecting the library for auditing you will get a confirmation message as follows:

AXAUDMNU Axiom Systems Africa - WHODUNNIT Audit Trail System
System:
AXIOM520
Select one of the following:
Set-up Auditing (Please read the Overview in the U ser Manual before setup)
1. Check for physical file t rigger

2. Select library for auditing
3. Work with files in selected library

Reporting
11. Select and Run Reports
90. Sign Off
Bottom
Selection
Fl=Help F6=Work with Spool Files F10=Display Me ssages F21=Command Line

ADDFLIB completed normally




3.2 Register Fields in a File(s)

From the Whodunnit? Main Menu select option 3 (Work with files in selected library).

AXAUDMNU Axiom Systems Africa - WHODUNNIT Audit

AXIOM520
Select one of the following:

Set-up Auditing (Please read the Overview in the U
1. Check for physical file t rigger
2. Select library for auditing
3. Work with files in selected library

Reporting
11. Select and Run Reports

90. Sign Off

Selection
3
Fl=Help F6=Work with Spool Files F10=Display Me

Trail System
System:

ser Manual before setup)

Bottom

ssages F21=Command Line

A list of all the files in each library that you have registered will be displayed in alphabetical

order according to library and file name.

WRKAFR Work with files in Selected li

Type options, press Enter. Position to LIBRAR
1=Register Fields 2=Build Audit Objects 3=Se

4=Chng retentn days 5=Select filter fields (OPTI

O Library File Description

GRPDTAR73 APCMXO00P X1-Customer Alpha File(AL
GRPDTAR73 APCMOOP A1l-Creditor Master File(C
GRPDTAR73 APTXAOQOOP A8-Creditor tax type(DTTP
GRPDTAR73 APTXBOOP A9-ltem tax rate(DTTP,DTC
GRPDTAR73 GLMAXOOP X1-Profit Centre A/Search
GRPDTAR73 GLMAOQOOP AL-Profit Centre Master(P
GRPDTAR73 GLMBX00P X2-GL Major Account A/Sea
GRPDTAR73 GLMBOOP AM-GL Major Account Maste
GRPDTAR73 GLMCXO00P X3-GL Minor Account A/Sea
GRPDTAR73 GLMCOOP AN-GL Minor Account Maste
GRPDTAR73 GLMDXO00P X4-GL Account Master A/Se
GRPDTAR73 GLMDOOP AO-GL Account Master(CO,P
TMSDTAMML AGTXTOOP T2-AP/GL Text file(TTYP,T
TMSDTAMML APAUTOOP WW-Authorisation list pri
TMSDTAMML APBALOOP A2-Creditor Balance File(

F1l=Help F3=Exit

brary

Y FILE
t PF trigger
ONS MUST BE TAKEN IN SEQ)

PK,SEQK,CN)
N)
)
D)
(ALPK,SEQK,PC)
C)
rch(ALPK,SEQK,AM)
r(AM)
rch(ANT,ALPK,SEQK,AN)
r(ANT,AN)
arch(CO,ALPK,SEQK,PC,AM,A
C,AM,AN)
KEY,TSEQ)
nt file(JBUS,PN)
CN,EXCD,PERD)

More...




From the Work with files in selected library screen, select Option 1 (Register Fields)
alongside the applicable library name and file whose fields you wish to register.

TIP : Type in the library and file name in the Position To field. Separate the two with a space.

WRKAFR

Type options, press Enter.
1=Register Fields

Work with files in Selected li

Position to LIBRAR
2=Build Audit Objects 3=Se

4=Chng retentn days 5=Select filter fields (OPTI
O Library File

GRPDTAR73
GRPDTAR73
GRPDTAR73
GRPDTAR73
GRPDTAR73
GRPDTAR73
GRPDTAR73
GRPDTAR73
GRPDTAR73

Description
APCMXO00P X1-Customer Alpha File(ALP
APCMOOP Al-Creditor Master File(CN
APTXAQOOP A8-Creditor tax type(DTTP)
APTXBOOP A9-ltem tax rate(DTTP,DTCD
GLMAXO00P X1-Profit Centre A/Search(
GLMAOQOOP  AL-Profit Centre Master(PC
GLMBX00P X2-GL Major Account A/Sear
GLMBOOP AM-GL Major Account Master
GLMCXO00P X3-GL Minor Account A/Sear

brary

Y FILE
t PF trigger
ONS MUST BE TAKEN IN SEQ)

K,SEQK,CN)

)

)

ALPK,SEQK,PC)

)
ch(ALPK,SEQK,AM)

(AM)
ch(ANT,ALPK,SEQK,AN)

i GRPDTAR73 GLMCOOP AN-GL Minor Account Master( ANT,AN)
_ GRPDTAR73 GLMDXO00P X4-GL Account Master A/Sea rch(CO,ALPK,SEQK,PC,AM,A
_ GRPDTAR73 GLMDOOP AO-GL Account Master(CO,PC ,AM,AN)
_ TMSDTAMML AGTXTOOP T2-AP/GL Text file(TTYP,TK EY,TSEQ)
_ TMSDTAMML APAUTOOP WW-Authorisation list prin t file(JBUS,PN)
_ TMSDTAMML APBALOOP A2-Creditor Balance File(C N,EXCD,PERD) More...
Fl1=Help F3=Exit
After registering the fields on the file you will get a confirmation message as follows:
WRKAFR Work with files in Selected li brary
Type options, press Enter. Position to LIBRAR Y FILE
1=Register Fields 2=Build Audit Objects 3=Se t PF trigger

4=Chng retentn days 5=Select filter fields (OPTI
O Library File

Option 1 on file GLMCOOP

GRPDTAR73
GRPDTAR73
GRPDTAR73
GRPDTAR73
GRPDTAR73
GRPDTAR73
GRPDTAR73
GRPDTAR73
GRPDTAR73
GRPDTAR73
GRPDTAR73
GRPDTAR73

Description

APCMXO00P X1-Customer Alpha File(ALP
APCMOOP Al-Creditor Master File(CN
APTXAQOOP A8-Creditor tax type(DTTP)
APTXBOOP A9-ltem tax rate(DTTP,DTCD
GLMAXO00P X1-Profit Centre A/Search(
GLMAOQOOP  AL-Profit Centre Master(PC
GLMBXO00P X2-GL Major Account A/Sear
GLMBOOP AM-GL Major Account Master
GLMCXO00P X3-GL Minor Account A/Sear
GLMCOOP AN-GL Minor Account Master(
GLMDXO00P X4-GL Account Master A/Sea
GLMDOOP AO-GL Account Master(CO,PC

TMSDTAMML AGTXTOOP T2-AP/GL Text file(TTYP,TK
TMSDTAMML APAUTOOP WW-Authorisation list prin
_ TMSDTAMML APBALOOP A2-Creditor Balance File(C
Fl=Help F3=Exit

completed successfully.

ONS MUST BE TAKEN IN SEQ)

K,SEQK,CN)
)

)
ALPK,SEQK,PC)

)

ch(ALPK,SEQK,AM)

(AM)

ch(ANT,ALPK,SEQK,AN)
ANT,AN)

rch(CO,ALPK,SEQK,PC,AM,A

,AM,AN)

EY,TSEQ)

t file(JBUS,PN)

N,EXCD,PERD) More...




3.3 Build Audit Objects
Select Option 2 (Build Audit Objects) from the Work with files in selected library screen
alongside the relevant library and file name in order to build the audit objects.

WRKAFR Work with files in Selected li brary

Type options, press Enter. Position to LIBRAR Y FILE

1=Register Fields 2=Build Audit Objects 3=Se t PF trigger

4=Chng retentn days 5=Select filter fields (OPTI ONS MUST BE TAKEN IN SEQ)
O Library File Description

2 GRPDTAR73 GLMCOOP AN-GL Minor Account Master( ANT,AN)

_ GRPDTAR73 GLMDXO00P X4-GL Account Master A/Se arch(CO,ALPK,SEQK,PC,AM,A
_ GRPDTAR73 GLMDOOP AO-GL Account Master(CO,P C,AM,AN)

_ TMSDTAMML AGTXTLOG T2-AP/GL Text file(TTYP,T KEY,TSEQ)... LOG

_ TMSDTAMML AGTXTOOP T2-AP/GL Text file(TTYP,T KEY,TSEQ)

_ TMSDTAMML APAUTLOG WW-Authorisation list pri nt file(JBUS,PN)... LOG

_ TMSDTAMML APAUTLOGBK WW-Authorisation list pri nt file(JBUS,PN)... LOG

_ TMSDTAMML APAUTOOP WW-Authorisation list pri nt file(JBUS,PN)

_ TMSDTAMML APBALOOP A2-Creditor Balance File( CN,EXCD,PERD)

_ TMSDTAMML APBKABJP A4-Bank transaction outpu t file

_ TMSDTAMML APBKABJ1 A4-Bank transaction outpu t file

TMSDTAMML APBKAEFT

TMSDTAMML APBKAELOG ... LOG

TMSDTAMML APBKAOOP BANK AUDIT FILE
_ TMSDTAMML APCMJOP JN-Journal file for APCMO OP(DATEJ, TIMEJ,SEQJ)
F1l=Help F3=Exit

The following screen will appear with the Physical file, Library, Log File Library and Program
library filled in.

Build Audit Log Objects (BLD AUDLOG)

Type choices, press Enter.

Physical file ......... > GLMCOOP  Name

Library ........... > GRPDTAR73 Name
PF string length . . . ... .. 1 -7
Log File library . .. ... .. WHOLOG Name
Program library ........ WHOPGM Name
Log retentiondays ... .... 99 1-999

Bottom

F3=Exit F4=Prompt F5=Refresh F12=Cancel F1 3=How to use this display

F24=More keys

The PF String length determines the name and length of the audit object to be created. The
object will be named like the physical file and by choosing a number between 1 and 7.

Determine how many characters of the physical file name will be used to build the name of the
object, e.g. If you choose 4, then it will use the first 4 letters (GLMC) of the physical file
GLMCOOP. When viewing the audit reports in your spooled files, they will be easily identifiable

and preceded with PRT, i.e. final audit report name will be PRTGLMC

-10 -




The log file and program file library will default to WHOLOG and WHOPGM respectively.
Should you have made the decision to store the log files and program files in a different library,
replace the WHOLOG and WHOPGM with the applicable library name(s).

The log retention days will determine how long to keep the audit logs — e.g. 99.
NOTE: A scheduled job will need to be created and run with your End of Day or End of Month
processes as these logs will not be purged automatically — See point # 3.7.

Build Audit Log Objects (BLD AUDLOG)

Type choices, press Enter.
Physical file ......... > GLMCOOP  Name

Library ........... > GRPDTAR73 Name
PF string length . . . ... .. 4 1-7
Log File library . .. ... .. WHOLOG Name
Program library ........ WHOPGM Name
Log retentiondays . ...... 99 1-999

F3=Exit F4=Prompt F5=Refresh F12=Cancel F1

F24=More keys

Bottom
3=How to use this display

If the file is in use by a user/job, you will need to wait until the object is no longer in use/locked.
Check for object locks by using the WRKOBJLCK command first.

After building the audit log objects you will get a confirmation message as follows:

WRKAFR Work with files in Selected li brary
Type options, press Enter. Position to LIBRAR Y FILE
1=Register Fields 2=Build Audit Objects 3=Se t PF trigger

4=Chng retentn days 5=Select filter fields (OPTI

ONS MUST BE TAKEN IN SEQ)

O Library File Description

_ GRPDTAR73 APCMXO00P X1-Customer Alpha File(ALP K,SEQK,CN)
_ GRPDTAR73 APCMOOP Al-Creditor Master File(CN )

_ GRPDTAR73 APTXAOOP AS8-Creditor tax type(DTTP)

GRPDTAR73

APTXBOOP A9-Item tax rate(DTTP,DTCD

)
ALPK,SEQK,PC)

_ GRPDTAR73 GLMAXOOP X1-Profit Centre A/Search(

_ GRPDTAR73 GLMAOOP AL-Profit Centre Master(PC )

_ GRPDTAR73 GLMBXO00P X2-GL Major Account A/Sear ch(ALPK,SEQK,AM)

_ GRPDTAR73 GLMBOOP AM-GL Major Account Master (AM)

_ GRPDTAR73 GLMCX00P X3-GL Minor Account A/Sear ch(ANT,ALPK,SEQK,AN)
_ GRPDTAR73 GLMCOOP AN-GL Minor Account Master( ANT,AN)

GRPDTAR73
GRPDTAR73

GLMDXO00P X4-GL Account Master A/Sea
GLMDOOP  AO-GL Account Master(CO,PC

TMSDTAMML AGTXTOOP T2-AP/GL Text file(TTYP,TK
TMSDTAMML APAUTOOP WW-Authorisation list prin

_ TMSDTAMML APBALOOP A2-Creditor Balance File(C
Fl=Help F3=Exit
Option 2 on file GLMCOOP completed successfully.

rch(CO,ALPK,SEQK,PC,AM,A
,AM,AN)

EY,TSEQ)

t file(JBUS,PN)

N,EXCD,PERD) More...

-11 -




3.

4 Set Triggers

From the Work with files in selected library screen, select Option 3 (Set PF Trigger) alongside

the applicable library and file name.

WRKAFR

Type options, press Enter.
1=Register Fields

Work with files in Selected li

Position to LIBRAR
2=Build Audit Objects 3=Se

4=Chng retentn days 5=Select filter fields (OPTI
O Library File

GRPDTAR73
GRPDTAR73
GRPDTAR73
GRPDTAR73
GRPDTAR73
GRPDTAR73
GRPDTAR73
GRPDTAR73
GRPDTAR73
GRPDTAR73
GRPDTAR73
GRPDTAR73

Description

APCMXO00P X1-Customer Alpha File(ALP
APCMOOP Al-Creditor Master File(CN
APTXAQOOP A8-Creditor tax type(DTTP)
APTXBOOP A9-ltem tax rate(DTTP,DTCD
GLMAXO00P X1-Profit Centre A/Search(
GLMAOQOOP  AL-Profit Centre Master(PC
GLMBX00P X2-GL Major Account A/Sear
GLMBOOP AM-GL Major Account Master
GLMCXO00P X3-GL Minor Account A/Sear
GLMCOOP AN-GL Minor Account Master(
GLMDXO00P X4-GL Account Master A/Sea
GLMDOOP AO-GL Account Master(CO,PC

TMSDTAMML AGTXTLOG T2-AP/GL Text file(TTYP,TK
TMSDTAMML AGTXTOOP T2-AP/GL Text file(TTYP,TK
TMSDTAMML APAUTLOG WW-Authorisation list prin

Fl=Help F3=EXxit

brary

Y FILE
t PF trigger
ONS MUST BE TAKEN IN SEQ)

K,SEQK,CN)
)

)
ALPK,SEQK,PC)

)

ch(ALPK,SEQK,AM)

(AM)

ch(ANT,ALPK,SEQK,AN)
ANT,AN)

rch(CO,ALPK,SEQK,PC,AM,A

AM,AN)

EY,TSEQ)... LOG

EY,TSEQ)

t file(JBUS,PN)... LOG

More...

You will need to decide on which trigger actions will be written to the audit logs, viz. insert,
update, delete. It is recommended that you use all three and set the Trigger by pressing

Enter.

Set Audit Triggers On (SET TRG)

Type choices, press Enter.
Physical file ......... > GLMCO0P N ame

Library ........... > GRPDTAR73 N ame
Trigger program ........ > TRGGLMC N ame

Library ........... > WHOPGM N ame
Inserts . ........... *YES *YES, *NO
Updates ............ *YES *YES, *NO
Deletes ............ *YES *YES, *NO

F3=Exit F4=Prompt F5=Refresh F12=Cancel F1
F24=More keys

Bottom
3=How to use this display
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After setting the triggers you will get a confirmation message as follows:

WRKAFR Work with files in Selected li

Type options, press Enter. Position to LIBRAR
1=Register Fields 2=Build Audit Objects 3=Se

4=Chng retentn days 5=Select filter fields (OPTI

O Library File Description

GRPDTAR73 APCMXO00P X1-Customer Alpha File(ALP
GRPDTAR73 APCMOOP Al-Creditor Master File(CN
GRPDTAR73 APTXAOOP A8-Creditor tax type(DTTP)
GRPDTAR73 APTXBOOP A9-ltem tax rate(DTTP,DTCD
GRPDTAR73 GLMAXO00P X1-Profit Centre A/Search(
GRPDTAR73 GLMAOOP AL-Profit Centre Master(PC
GRPDTAR73 GLMBX00P X2-GL Major Account A/Sear
GRPDTAR73 GLMBOOP AM-GL Major Account Master
GRPDTAR73 GLMCXO00P X3-GL Minor Account A/Sear
GRPDTAR73 GLMCOOP AN-GL Minor Account Master(
GRPDTAR73 GLMDXO00P X4-GL Account Master A/Sea
GRPDTAR73 GLMDOOP AO-GL Account Master(CO,PC
TMSDTAMML AGTXTOOP T2-AP/GL Text file(TTYP,TK
TMSDTAMML APAUTOOP WW-Authorisation list prin

_ TMSDTAMML APBALOOP A2-Creditor Balance File(C
Fl=Help F3=Exit

Option 3 on file GLMC 00P completed successfully.

brary

Y FILE
t PF trigger
ONS MUST BE TAKEN IN SEQ)

K,SEQK,CN)
)

)
ALPK,SEQK,PC)

ch(ALPK,SEQK,AM)

(AM)

ch(ANT,ALPK,SEQK,AN)
ANT,AN)

rch(CO,ALPK,SEQK,PC,AM,A

AM,AN)

EY,TSEQ)

t file(JBUS,PN)

N,EXCD,PERD) More...

3.5 Change Retention Days

From the Work with files in selected library screen, select Option 4 (Chng retentn days)

alongside the applicable library and file name.

WRKAFR Work with files in Selected li

Type options, press Enter. Position to LIBRAR
1=Register Fields 2=Build Audit Objects 3=Se

4=Chng retentn days 5=Select filter fields (OPTI

O Library File Description

GRPDTAR73 APCMXO00P X1-Customer Alpha File(AL
GRPDTAR73 APCMOOP A1l-Creditor Master File(C
GRPDTAR73 APTXAOOP A8-Creditor tax type(DTTP
GRPDTAR73 APTXBOOP A9-ltem tax rate(DTTP,DTC
GRPDTAR73 GLMAXOOP X1-Profit Centre A/Search
GRPDTAR73 GLMAOQOOP AL-Profit Centre Master(P
GRPDTAR73 GLMBX00P X2-GL Major Account A/Sea
GRPDTAR73 GLMBOOP AM-GL Major Account Maste
_ GRPDTAR73 GLMCX00P X3-GL Minor Account A/Sea
4 GRPDTAR73 GLMCOOP AN-GL Minor Account Master(
_ GRPDTAR73 GLMDXO00P X4-GL Account Master A/Se
_ GRPDTAR73 GLMDOOP AO-GL Account Master(CO,P
_ TMSDTAMML AGTXTLOG T2-AP/GL Text file(TTYP,T
_ TMSDTAMML AGTXTOOP T2-AP/GL Text file(TTYP,T
_ TMSDTAMML APAUTLOG WW-Authorisation list pri

F1l=Help F3=Exit

brary

Y FILE

t PF trigger

ONS MUST BE TAKEN IN SEQ)

PK,SEQK,CN)

N)

)

D)

(ALPK,SEQK,PC)

C)

rch(ALPK,SEQK,AM)

r(AM)

rch(ANT,ALPK,SEQK,AN)
ANT,AN)

arch(CO,ALPK,SEQK,PC,AM,A

C,AM,AN)

KEY,TSEQ)... LOG

KEY,TSEQ)

nt file(JBUS,PN)... LOG

More...
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This will allow you to change the description of the file and the number of retention days if

required.

WRKAFR

System description . . . :

Override description . . .

Change Audit File Details

AN-GL Minor Account Ma

AN-GL Minor Account Ma

ster(ANT,AN)

ster(ANT,AN)

Retention days to purge . 99

F5=Refresh F12=Cancel

3.6 Select filter fields
From the Work with files in selected library screen, select Option 5 (Select filter fields) to
Select/Exclude Field names to be available/unavailable as selection criteria for running audit
reports.

WRKAFR Work with files in Selected li brary

Type options, press Enter. Position to LIBRAR Y FILE

1=Register Fields 2=Build Audit Objects 3=Se t PF trigger

4=Chng retentn days 5=Select filter fields (OPTI ONS MUST BE TAKEN IN SEQ)

O Library File Description

_ GRPDTAR73 APCMXO00P X1-Customer Alpha File(ALP K,SEQK,CN)

_ GRPDTAR73 APCMOOP Al-Creditor Master File(CN )

_ GRPDTAR73 APTXAOOP AS8-Creditor tax type(DTTP)

_ GRPDTAR73 APTXBOOP A9-ltem tax rate(DTTP,DTCD )

_ GRPDTAR73 GLMAXOO0P X1-Profit Centre A/Search( ALPK,SEQK,PC)

_ GRPDTAR73 GLMAOOP AL-Profit Centre Master(PC )

_ GRPDTAR73 GLMBXO00P X2-GL Major Account A/Sear ch(ALPK,SEQK,AM)

_ GRPDTAR73 GLMBOOP AM-GL Major Account Master (AM)

_ GRPDTAR73 GLMCXO00P X3-GL Minor Account A/Sear ch(ANT,ALPK,SEQK,AN)

5 GRPDTAR73 GLMCOOP AN-GL Minor Account Master( ANT,AN)

GRPDTAR73 GLMDXO00P X4-GL Account Master A/Sea rch(CO,ALPK,SEQK,PC,AM,A

F1=Help

GRPDTAR73

GLMDOOP  AO-GL Account Master(CO,PC

TMSDTAMML AGTXTLOG T2-AP/GL Text file(TTYP,TK
TMSDTAMML AGTXTOOP T2-AP/GL Text file(TTYP,TK
TMSDTAMML APAUTLOG WW-Authorisation list prin

F3=EXxit

,AM,AN)

EY, TSEQ)... LOG

EY, TSEQ)

t file(JBUS,PN)... LOG
More...

NOTE: The *DATE and *USER fields are pre-selected system defined fields and will be
marked with an asterisk (*) in the Sel (Selection) field. All key fields which are system defined
will also already be marked with an S in the Sel (Selection) field.
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Changes to *ALL fields in a file that has been triggered will always be logged and stored in the
logfile. * Please refer to 3.9 where trigger exclusions are  discussed.

1. Ifan X has been typed in the Exclude field, that field will not display when running the
audit report.

2. If an S has been typed in the Select field, you will have the capability of filtering on that
field for specific values prior to running the report.

3. If both the Select and Exclude fields have been left blank all the fields will print on the audit
report and you will not have the capability of filtering on those fields for specific values
prior to running the report.

4. The option to exclude or select a field for filtering can be changed at anytime by removing
the X from the Exclude field or typing an S in the Select field.

WRKAFFR  Work Audit File Field Register for GRP DTAR73/GLMCO0P

AN-GL Minor Account Master(ANT,AN)
Type options, press Enter.

2=Change

Select/Exclude Values Posit ion to

O Field Name Description Key Sel X

*DATE
*USER
ANAN
ANAND
ANANT
ANCHGD
ANCHGT
ANCHGU
ANREGD
ANREGT
ANREGU
_ ANSTSN
Fl1=Help

LOGGED DATE *
LOGGED USER *
G/L ACCOUNT MINOR 2 S
GL ACCOUNT MINOR DESCRIPTION
GL ACCOUNT MINOR TYPE 1 S
CHANGE DATE
CHANGE TIME
CHANGE USER
REGISTRATION DATE
REGISTRATION TIME
REGISTRATION USER
MINOR ACCOUNT STATUS Bottom
F3=Exit F5=Refresh

To make a field(s) available for filter selection in the audit reports, select Option 2 (Change
Select/Exclude Values) alongside the applicable field(s) and press Enter.
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WRKAFFR  Work Audit File Field Register for GRP DTAR73/GLMCO0P
AN-GL Minor Account Master(ANT,AN)
Type options, press Enter.
2=Change Select/Exclude Values Posi tion to

O Field Name Description Key Sel X
_ *DATE LOGGED DATE *
_ *USER LOGGED USER *
_ ANAN G/L ACCOUNT MINOR 2 S
2 ANAND  GL ACCOUNT MINOR DESCRIPTION

ANANT  GL ACCOUNT MINOR TYPE 1S
ANCHGD CHANGE DATE
ANCHGT CHANGE TIME
ANCHGU CHANGE USER
ANREGD REGISTRATION DATE
ANREGT REGISTRATION TIME
ANREGU REGISTRATION USER
ANSTSN MINOR ACCOUNT STATUS

NN !

Bottom
Fl=Help F3=Ex it F5=Refresh

The field(s) that you have selected will then be displayed consecutively and you will need to
type an S on the Select field and press Enter. Alternatively if you wish to exclude the field
from displaying on the audit trail report, type an X on the Exclude field and press Enter.

WRKAFFR  Work Audit File Field Register for GRP DTAR73/GLMCO0P
AN-GL Minor Account Master(ANT,AN)

Field ...: ANAND GL ACCOUNT MINOR DESCRI PTION

Picture ..: A20

Key number . .

Select. ... S

Exclude ... _

F12=Cancel
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Once the last field has been selected it will take you back to the previous screen. The SEL
field will now contain an S in the field(s) marked to show that it has been selected. If you have
excluded a field the X column will now contain an X alongside the field(s) to show that it has

been excluded. You will need to use F3 to exit.

WRKAFFR  Work Audit File Field Register for GRP
AN-GL Minor Account Master(ANT,AN)
Type options, press Enter.
2=Change Select/Exclude Values Posi

O Field Name Description
*DATE  LOGGED DATE
*USER  LOGGED USER
ANAN G/L ACCOUNT MINOR

_ ANAND GL ACCOUNT MINOR DESCRIPTION
_ ANANT  GL ACCOUNT MINOR TYPE

_ ANCHGD CHANGE DATE

_ ANCHGT CHANGE TIME

_ ANCHGU CHANGE USER

_ ANREGD REGISTRATION DATE

_ ANREGT REGISTRATION TIME

_ ANREGU REGISTRATION USER

_ ANSTSN MINOR ACCOUNT STATUS

F1-Help F3=Exit = F5=Refresh

DTAR73/GLMCOOP
tion to
Key Sel X
*
2 S
S
1S
X
S
S
S
S
S
S
Bottom

After the selections have been made you will get a confirmation message at the bottom of the

screen as follows:

WRKAFR Work with files in Selected li

Type options, press Enter. Position to LIBRAR
1=Register Fields 2=Build Audit Objects 3=Se

4=Chng retentn days 5=Select filter fields (OPTI

O Library File Description

GRPDTAR73 APCMXO00P X1-Customer Alpha File(ALP

GRPDTAR73
GRPDTAR73
GRPDTAR73
GRPDTAR73
GRPDTAR73
GRPDTAR73
GRPDTAR73
GRPDTAR73
GRPDTARTY3
GRPDTAR73
GRPDTAR73

APCMOOP A1-Creditor Master File(CN
APTXAOOP A8-Creditor tax type(DTTP)
APTXBOOP A9-Item tax rate(DTTP,DTCD
GLMAXO0O0P X1-Profit Centre A/Search(
GLMAOQOOP  AL-Profit Centre Master(PC
GLMBX00P X2-GL Major Account A/Sear
GLMBOOP AM-GL Major Account Master
GLMCXO00P X3-GL Minor Account A/Sear
GLMCOOP AN-GL Minor Account Master(
GLMDXO00P X4-GL Account Master A/Sea
GLMDOOP  AO-GL Account Master(CO,PC

TMSDTAMML AGTXTOOP T2-AP/GL Text file(TTYP,TK
TMSDTAMML APAUTOOP WW-Authorisation list prin
TMSDTAMML APBALOOP A2-Creditor Balance File(C

Fl=Help F3=Exit

Option 5 on file GLMC 00P completed successfully.

brary

Y FILE
t PF trigger
ONS MUST BE TAKEN IN SEQ)

K,SEQK,CN)
)

)
ALPK,SEQK,PC)

)

ch(ALPK,SEQK,AM)

(AM)

ch(ANT,ALPK,SEQK,AN)
ANT,AN)

rch(CO,ALPK,SEQK,PC,AM,A

,AM,AN)

EY,TSEQ)

t file(JBUS,PN)

N,EXCD,PERD) More...
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3.7

Purge Log File

The Administrator, who must have sufficient system authority, will need to run the purge
program(s) periodically. A purge program is built for each managed physical file. The program
uses the Retention Days value to decide when a log file record is old enough to delete.

There is no menu option for this function. The Administrator runs each program from a
command line or creates a Control Language program to run a suite of purge programs.
Alternatively, a set of Scheduled Jobs should be set up to run periodically. It is this option that
may best suit Administrators.

For example, suppose physical file MYFILE is being managed for which purge program
PRGMYFILE was built in the set-up process.

Use the ADDJOBSCDE command to add a job scheduled entry.

Specify:

1. Job name — “PRGMYFILE"

2. Command to run — “call prgmyfile”

3. Frequency — “*monthly”. Note: if you need to run the purge more frequently, choose

the *WEEKLY option and the Scheduled day parameter. (If you need help with this,
contact your Whodunnit support help desk.)

4, Schedule time — choose a suitable time. Note: the job can run during normal hours. It
is unlikely to degrade system performance.

Add Job Schedule Entry (ADDJO BSCDE)

Type choices, press Enter.

Jobname............ prgmyfile  Na me, *JOBD
Commandtorun......... call prgmyfile
Frequency ........... *monthly *ONCE , *WEEKLY, *MONTHLY
Scheduledate ......... *monthstr Date, CURRENT,*MONTHSTR.
Scheduleday.......... *NONE  *NONE , *ALL, *MON, *TUE.
+ for more values

Schedule time ......... 120000 Time, *CURRENT

Bottom
F3=Exit F4=Prompt F5=Refresh F10=Additional p arameters F12=Cancel
F13=How to use this display F24=More keys

5. Press F10.
Press PgDn
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Add Job Schedule Entry (ADDJO BSCDE)

Type choices, press Enter.

Additional Parameters

Omitdate ........... *NONE  Date, *NONE
+ for more values

Recovery action ........ *SBMRLS *SBMR LS, *SBMHLD, *NOSBM
Job description ........ myjobd  Name, *USRPRF

Library ........... Name, *LIBL, *CURLIB
Jobqueue ........... gsysnomax Name, *JOBD

Library ........... gsyswrk Name, *LIBL, *CURLIB
User.............. *CURRENT Name, *CURRENT, *JOBD
Message queue ......... *USRPRF Name, *USRPRF, *NONE

Library ........... Name, *LIBL, *CURLIB
Text 'description' . ... ... Purge MYFILE aud it log

Bottom

F3=Exit F4=Prompt F5=Refresh F12=Cancel F13 =How to use this display

F24=More keys

7. Job description — “myjobd”. Note: The job description must contain a library list which
contains both the data and audit trail libraries. (If you need help with this, contact your
Whodunnit support help desk.).

8. Job queue — “gsysnomax” and library “gsyswrk”. Note: you can use any suitable job
queue, but avoid your production job queue such as, possibly, QBATCH. (If you need
help with this, contact your Whodunnit support help desk.)

9. Text — document this function.

10. Press Enter.

Repeat this process for each managed file.
3.8 Deregistering Files
During set-up you will have registered one or more physical files that you want to manage
using Whodunnit. At some point you may no longer need to manage the file(s) and would like
to deregister it.
This is an administrative function and requires Command Line access.
The deregister function completes the following:

1. Removes the file record(s) from the File Register
2. Removes the field records for the associated files from the File Field Register
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The deregister function does not delete programs, log files or remove PF (physical file)
triggers. You may wish to delete the programs associated with each file. These will be named
TRGMYFILE, PRGMYFILE and PRTMYFILE where myfile is the truncated name of the
managed physical file.

Before anything is deleted, remove the PF (physical file) Trigger and ensure that all logs are
printed (if required). It is suggested that before removing a trigger that the physical file
description is displayed if each individual insert, update and delete trigger names are required
for removal.

On a command line type DSPFD + F4 then complete the screen as follows:

Display File Description (D SPFD)

Type choices, press Enter.

File.............. > MYFILE N ame, generic*, *ALL
Library ........... > MYLIB N ame, *LIBL, *CURLIB...

Type of information ... ... >*TRG * ALL, *BASATR, *ATR...

+ for more values
Output............. * * , *PRINT, *OUTFILE
File attributes ........ *ALL * ALL, *DSPF, *PRTF,
*DKTF...

+ for more values

Bottom

F3=Exit F4=Prompt F5=Refresh F10=Additional parameters F12=Cancel

F13=How to use this display F24=More keys

After pressing Enter, your file description will be displayed. In the following example only the
first page of the display has been shown which reflects the details for the trigger event = insert.
Each trigger event with its relevant details can be removed individually or all can be deleted
simultaneously.
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11/07/08 Display File Description
DSPFD Command Input

File ....................FILE DSOSAO00P
Library . ........ ... .. TMSDTAMML
Type of information . ...........:TY PE *TRG
File attributes . . . ...........:Fl LEATR *ALL
System ..................:S8Y STEM *LCL
File Description Header
File ....................Fl LE DSOSA00P
Library . .............. ... TMSDTAMML
Typeoffile ...............: Physical
Filetype.................:Fl LETYPE *DATA
Auxiliary storage pool ID .. .......: 00001
Trigger Description
Triggername ...............:TRG
QSYS_TRIG_TMSDTAMML__DSOSAOOP___000002
Triggerlibrary . ............: TMSDTAMML
Trigger state . . . . .evv.......STATE *ENABLED
Trigger status . ............: *OPERATIVE
Trigger event . . evvvv....... TRGEVENT *INSERT
Triggertime ..............:TRG TIME *AFTER
Allow repeat edchange..........: ALWREPCHG *NO
Program Name ..............:PGM TRG DSOSA
Libr ary................: WH OPGM
Program is threadsafe . . ........:THD SAFE *UNKNOWN
Multithreaded job action ........: MLTTHDA CN *SYSVAL
Triggertype ..............: *SYS
Trigger orientation . . .........: *ROW
Trigger creation date and time . ... .: 11/07/08
09:42:15
Number of trigger update columns ... .: 0

If inserts, updates and deletes were entered as trigger events in Whodunnit and you wish to
remove all trigger events, then use the following command but note that should you have any
other applications that have triggers on the selected file, those triggers will be removed as well
and will need to be added back:
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RMVPFTRG + F4 then fill in the screen as follows:

Remove Physical File Trigger ( RMVPFTRG)

Type choices, press Enter.

Physical file ......... > DSOSAOOP Name

Library ........... > TMSDTAMMLName, *LIBL, *CURLIB
Triggertime .. ........ *ALL * ALL, *BEFORE, *AFTER
Triggerevent ......... *ALL * ALL, *INSERT, *DELETE...
Trigger ............ > *ALL
Trigger library ... ... .. > WHOPGM Name, *FILE, *CURLIB
Bottom
F3=Exit F4=Prompt F5=Refresh F12=Cancel F1 3=How to use this display

F24=More keys

If for example just the insert trigger required removal and one uses the example shown on
Page # 18 (Display physical file description), then the screen would look as follows:

Remove Physical File Trigger ( RMVPFTRG)

Type choices, press Enter.

Physical file ......... > DSOSAOOP Name

Library ........... > TMSDTAMMLName, *LIBL, *CURLIB
Triggertime .. ........ *AFTER *ALL, *BEFORE, *AFTER
Triggerevent ......... *INSERT *ALL, *INSERT, *DELETE...
Trigger ............ > QSYS_TRIG_TMSDTAMM DSOSAQOP___ 000002
Trigger library ........ > WHOPGM Name, *FILE, *CURLIB
Bottom
F3=Exit F4=Prompt F5=Refresh F12=Cancel F1 3=How to use this display

F24=More keys

-22 -




3.9

If you cannot remove the trigger because the file is in use, schedule a time when you will have
exclusive access and run the RMVPFTRG command then.

Once the trigger has been removed so that no more log data is being generated, print the logs
up to date (if required). Once that is done you can remove programs, but that is not strictly
necessary unless disk space is at a premium.

Finally, use the DEREGFIL command to deregister the file. If you want to deregister all the files
in a library, you can do so, but you must still run the RMVPFTRG for each individual trigger.
The reason for this is that there may be other triggers set on the same file by other applications
for other business reasons. Do not remove those until you have checked with your colleagues
on the requirements/necessity of the triggers set by other applications.

Deregister Files (DEREGF IL)

Type choices, press Enter.

Physical file ......... MYFILE N ame, *ALL
Library ........... MYLIB N ame

Bottom
F3=Exit F4=Prompt F5=Refresh F12=Cancel F1 3=How to use this

display F24=Mor e keys

Trigger Exclusions

There may be a need to exclude logging in certain circumstances, even if triggers are set on a
file:

For a user, Eg. EOD.

For a file on a temporary basis.

For a program, eg. housekeeping.

It is possible to combine any or all of the above, for example for a particular file when the
update is performed by a particular program called by a particular user. It is also possible to
perform global exclusions, for example for all files and calling programs when the user is EOD.
In addition it is also possible to create trigger programs which never attempt to check for
exclusions, if no exclusions can ever be permitted on the file. In this case the trigger program
can be created without the exclusion coding.

Note: Ensure that the associated library name in w  hich the file(s) reside that you are
going to exclude is contained in your library list.

To setup trigger exclusions type the following on a command line: CALL TRGEXCL

The following filter screen will be displayed which must be filled in accordingly with the relevant
user and/or file and/or program.
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TRGEXCL

Edit Trigger Exclusions

User...:

File...:

Trg by Pgm :

F3=Exit
Enter required filter. Leave blank if all.

If any of the fields require a value of *ALL, leave it blank and after pressing Enter, then update
the applicable field with a value of *ALL. If all fields are left blank and Enter is pressed, a list of
the trigger exclusions already setup will be displayed.

The values entered on the previous screen will then be displayed in the relevant fields and you
will need to either type an | (include) or O (Omit) in the 1/O field. Option I will include the user
and/or file and/or program in the logging process and Option O will omit the user and/or file
and/or program from the logging process.

Examples:

Assume the Exclusions file contained the following entries:

TRGEXCL

User
EOD
EOD
*ALL
FRED

F3=Exit

Edit Trigger Exclusions

File Trg by Pgm  Log : I(ncl) or O(mit)
*ALL *ALL o]
INVOICEF PURGE I
*ALL HSEKEEP I
*ALL *ALL I

More...
F12=Cancel
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1. The user EOD would be excluded from logging on all files except when it calls the

program PURGE which updates the file INVOICEF.

2. All users other than EOD would be logged when calling the program HSEKEEP,

irrespective of the file being updated.

3. User FRED will have all his activities logged, irrespective of any other exclusions

which may be defined for *ALL users.

For active exclusions, the exclusions logic tries to find a match in the following sequence:

User-File-Program.
User-File-*ALL.
User-*ALL- Program
User-*ALL-*ALL
*ALL-File- Program
*ALL-File-*ALL
*ALL-*ALL- Program
*ALL-*ALL-*ALL

If exclusions need to be changed at any time, use the CALL TRGEXCL command, leave the
Edit Trigger Exclusions screen blank and merely press Enter. The list of current exclusions can

then be changed and/or removed.

Part 4: Reports

4.1 Work with Selections

From the Whodunnit? Main Menu select Option 11 (Select and run reports).

AXAUDMNU  Axiom Systems Africa - WHODUNNIT Audit

AXIOM520
Select one of the following:

Set-up Auditing (Please read the Overview in the U
1. Check for physical file trigger
2. Select library for auditing
3. Work with files in selected library

Reporting
11. Select and Run Reports

90. Sign Off

Selection
11
Fl=Help F6=Work with Spool Files F10=Display Me

Trail System
System:

ser Manual before setup)

Bottom

ssages F21=Command Line
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From the Work Audit Reports Manager screen, select option 1 (Work with selections)
alongside the applicable library and file name you wish to report on.

TIP : To position to a specific file, type in the library name and the file in the Position To field.
Separate the two with a space.

WRKARM

Work Audit Reports Manage

Type options, press Enter. Posit
1=Work with Selections 9=Run Audit Trail Report

O Library File

GRPDTAR73
_ GRPDTARY3
1 GRPDTAR73
TMSDTAMML
TMSDTAMML
TMSDTAMML
TMSDTAMML
TMSDTAMML
TMSDTAMML
TMSDTAMML
TMSDTAMML
TMSDTAMML

Description

AXCAD DSIMOOP I1-ltem Master File(l)
AXCAD  PROFILES Output file for DSPUSRPRF
AXRG PROFILES Output file for DSPUSRPRF

APCMOOP Al-Creditor Master File(CN
GLMAOQOP  AL-Profit Centre Master(PC
GLMCOOP AN-GL Minor Account Master(
AGTXTOOP T2-AP/GL Text file(TTYP,TK
APAUTOOP WW-Authorisation list prin
APBALOOP A2-Creditor Balance File(C
APBKAOOP BANK AUDIT FILE
APTROOP AA-Transaction file(PN)
ARTRAMOP T6-A/R transaction header
ARTRAOOP T6-A/R transaction header(
ARTROOP T5-A/R transactions(BN,ODC
BPPJAOOP BA-Project header file(REC

F3=Exit F5=Refresh

r
ion to

ANT,AN)
EY,TSEQ)

t file(JBUS,PN)
N,EXCD,PERD)

month(PN,

PN,BN)

D,0DCT,ODCN,SEQ)

T,PIDD)

GRPDTAR73 GLMCOOR

BN)

More...

From the Work Audit Report Selections screen, select Option 2 (Change selection values)
alongside the applicable field(s) on which you wish to specify selection criteria.

WRKARMS
GRP

Work Audit Report Selections for
DTAR73/GLMCOOP AN-GL Minor Ac

Type options, press Enter.
2=Change selection values Posi

O Field Name X
Selection

Description

*DATE LOGGED DATE

*USER LOGGED USER

ANAN G/L ACCOUNT MINOR

ANAND GL ACCOUNT MINOR DESCRIPTION
ANANT GL ACCOUNT MINOR TYPE

ANCHGD
~ ANCHGT
2 ANCHGU
T ANREGD
~ ANREGT
~ ANREGU

CHANGE DATE
CHANGE TIME
CHANGE USER
REGISTRATION DATE
REGISTRATION TIME
REGISTRATION USER

_ ANSTSN MINOR ACCOUNT STATUS

F3=Exit F5=Refresh F6=Reset selection F20=To

AXCD

count Master(ANT,AN)

tion to

ggle

*ALL
*ALL
*ALL
*ALL
*ALL
*ALL
*ALL
*ALL
*ALL
*ALL
*ALL
*ALL
Bottom
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By default the Function and Value fields will have RANGE and *ALL already entered.
This means that all valid values are allowed.

WRKARMS Work Audit Report Selections for AXCD
GRPDTAR73/GLMCOOP AN-GL Minor Account Mas ter(ANT,AN)

Field ...: ANCHGU CHANGE USER
Picture ..: CHARACTER length is 10 (A10).

Function . .. RANGE

Value from . . *ALL
to...

Enter the applicable function and value - e.g. Function = EQ and Value from = AXCD.

This would then result in a report displaying all the changes made to the GLMCOOP file by User
AXCD.

WRKARMS Work Audit Report Selections for AXCD
GRPDTAR73/GLMCOOP AN-GL Minor Account Mast er(ANT,AN)

Field ...: ANCHGU CHANGE USER
Picture ..: CHARACTER length is 10 (A10).

Function . . . EQ

Value from . . AXCD
to...

F12=Cancel
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List of Functions and Values available (List also displayed when F1 is used).
1. Function
Valid functions are:
0 RANGE or RA
Range requires both From and To values to be specified. The From value may
not exceed the To value.
o EQ - Equal
Requires a valid From value.
0 LE - Less than or Equal
Requires a valid From value.
0 GE - Greater than or Equal
Requires a valid From value.
2. Values
The value(s) specified must always be compatible with the type of field. Abbreviations
are available for dates as follows:

0 td = Today's date

0 yd = Yesterday's date

o Iv=_Low Value (0001-01-01)

o hv =High Value (9999-12-31)

0 tm = This Month (from 1 of month to today)

0 ty = This Year (from 1% of January to today)
Ilw = Last Week (last 7 days)

o]

0 Im = Last Month (from a month ago to today)
o ly =Last Year (from a year ago to today)

0 pm = Previous Month (Previous calendar month)

0 py = Previous Year (Previous calendar year)

o0 mtd = This Month (from 1 of month to today)
0 ytd = This Year (from 1 of January to today)

Note: Specify dates in the format CCYY-MM-DD.
Once you have specified your function and value(s) press Enter and you will be returned to the

previous screen and the field(s) on which you has specified a function and value(s), will be
indicated by *SUBSET in the Selection colum.
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WRKARMS Work Audit Report Selections for
GRPDTAR73/GLMCO0P AN-GL Minor Ac
Type options, press Enter.

2=Change selection values Posi

O Field Name X Description

Selection

_ *DATE LOGGED DATE

_ *USER LOGGED USER

_ ANAN G/L ACCOUNT MINOR

_ ANAND GL ACCOUNT MINOR DESCRIPTION

_ ANANT GL ACCOUNT MINOR TYPE

_ ANCHGD CHANGE DATE

_ ANCHGT CHANGE TIME

_ ANCHGU CHANGE USER

_ ANREGD REGISTRATION DATE

_ ANREGT REGISTRATION TIME

_ ANREGU REGISTRATION USER
ANSTSN MINOR ACCOUNT STATUS

F3=Exit F5=Refresh F6=Reset selection F20=To

AXCD
count Master(ANT,AN)

tion to

*ALL
*ALL
*ALL
*ALL
*ALL
*ALL
*ALL
*SUBSET
*ALL
*ALL
*ALL
*ALL

Bottom
ggle

4.2 Run Aud

it Trail Report

Use the F3 (Exit) Function Key to return to the Work Audit Reports Manager screen and select

TMSDTAMML
TMSDTAMML
TMSDTAMML
TMSDTAMML
TMSDTAMML
TMSDTAMML
TMSDTAMML
TMSDTAMML
TMSDTAMML
TMSDTAMML
TMSDTAMML
TMSDTAMML
TMSDTAMML

APAUTOOP WW-Authorisation list prin
APBALOOP A2-Creditor Balance File(C
APBKAOOP BANK AUDIT FILE
APTROOP AA-Transaction file(PN)
ARTRAMOP T6-A/R transaction header
ARTRAOOP T6-A/R transaction header(
ARTROOP T5-A/R transactions(BN,ODC
BPPJAOOP BA-Project header file(REC
DSCMDOOP C4-Cust Delivery addresses
DSCMOOP C1-Customer Master File(CN
DSIMBOOP BJ-ltem fields by Customer
DSIMDOOP BK-Item Substitution by Cu
DSIMOOP  11-Item Master File(l)

F3=Exit F5=Refresh

Option 9 (Run Audit Trail Report) alongside the applicable library and file name to run the
audit report.

WRKARM Work Audit Reports Manage r

Type options, press Enter. Posit ion to

1=Work with Selections 9=Run Audit Trail Report

O Library File Description

9 GRPDTAR73 GLMCOOP AN-GL Minor Account Master( ANT,AN)

_ TMSDTAMML AGTXTOOP T2-AP/GL Text file(TTYP,TK EY,TSEQ)

t file(JBUS,PN)
N,EXCD,PERD)

month(PN,BN)
PN,BN)
D,ODCT,ODCN,SEQ)
T,PIDD)

(CN,DLVN)

)
Group(l,ICG)
stomer Group(l,ICG,SEQ)

More...
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Use the F3 (Exit) Function Key then the F6 (Work with spooled files) Function Key from the
Whodunnit? Main Menu to view the report in your spooled files.

The report will then be displayed at the bottom of your list of spooled files and can be identified
by searching for the applicable report name in the User Data column - e.g. PRTGLMC. Use
Option 5 (Display) to view the audit report.

Work with All Spooled File S

Type options, press Enter.
1=Send 2=Change 3=Hold 4=Delete 5=Display 6=Release 7=Messages

8=Attributes 9=Work with printing status

Device or Total Cur
Opt File User Queue User Data Sts Pages Page Copy
_ QSYSPRT AXCD NOPRINT PRTAPCM RDY 3 1
_ QSYSPRT AXCD NOPRINT PRTAPCM RDY 3 1
_ QPJOBLOG AXCD QEZJOBLOG QPADEV0006 RDY 20 1
5 QSYSPRT AXCD NOPRINT PRTGLMC RDY 2 1
Bottom

Parameters for options 1, 2, 3 or command

=-==>

F3=Exit F10=View 4 F11=View 2 F12=Cancel F2 2=Printers F24=More
keys

-30 -




The results of the report are then displayed which can then be printed if required.

PRTGLMC Audit Trail: AN-GL Mi nor Account Master(ANT,AN)
Requested by . : AXCD

Selection Parameters

CHANG USER (ANCHGU): EQ AXCD

PRTGLMC Audit Trail: AN-GL Mi nor Account Master(ANT,AN)

Requested by . : AXCD

Time- stamp Program Used
2008-02-08 14.36.17.210000 TMSOBJZ73/GLM010C C army Duncan (AXCD) changed this record.
K EY=/ICA/2555/
C HANGE DATE from "2002-06-14" to "2008-02- 08"
C HANGE TIME from "14.50.30" to "14.36.17"
C HANGE BER from "ALI" to "AXCD"
M INOR ACCOUNT STATUS from "O" to "C"

Part 5: Uninstall Procedure

Should it be necessary to uninstall Whodunnit completely the following four steps need to be followed
in sequence. This is an administrative function and requires command line access.

5.1 Remove Triggers
Before anything is deleted, remove the PF (physical file) Trigger. It is suggested that before
removing a trigger that the physical file description is displayed if each individual insert, update
and delete trigger names are required for removal.
On a command line type DSPFD + F4 then complete the screen as follows:
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Display File Description (D SPFD)
Type choices, press Enter.

File.............. > MYFILE N ame, generic*, *ALL
Library ........... > MYLIB N ame, *LIBL, *CURLIB...

Type of information ... ... >*TRG * ALL, *BASATR, *ATR...

+ for more values
Output............. * * , *PRINT, *OUTFILE
File attributes ........ *ALL * ALL, *DSPF, *PRTF,
*DKTF...

+ for more values

Bottom

F3=Exit F4=Prompt F5=Refresh F10=Additional parameters F12=Cancel

F13=How to use this display F24=More keys

After pressing Enter, your file description will be displayed. In the following example only the
first page of the display has been shown which reflects the details for the trigger event = insert.
Each trigger event with its relevant details can be removed individually or all can be deleted
simultaneously.

11/07/08 Display File Description
DSPFD Command Input
File ................... FILE DSOSA00P
Library ......... ... .. TMS DTAMML
Type of information . ...........:TY PE *TRG
File attributes . .. . ..........:Fl LEATR *ALL
System ..................:SY STEM *LCL
File Description Header
File ...................:Fl LE DSOSAO00P
Library . .............. ... TMSDTAMML
Typeoffile ...............: Physical
Filetype . ................ : FILETYPE *DATA
Auxiliary storage pool ID . .. ......: 00001
Trigger Description
Triggername ...............:TRG
QSYS_TRIG_TMSDTAMM DSOSAQOP___ 000002
Triggerlibrary .. ...........: TMSDTAMML
Triggerstate . .. ...........:ST ATE  *ENABLED
Trigger status .............: *OPERATIVE
Triggerevent..............: TRGEVEN T *INSERT
Triggertime ..............:TRG TIME *AFTER
Allow repeated change . . ........: ALW REPCHG *NO
Program Name ..............:PGM TRG DSOSA
Library . ...............: WHOPGM
Program is threadsafe . . ........:THD SAFE *UNKNOWN
Multithreaded job action ........:MLT THDACN *SYSVAL
Triggertype ..............: *SYS
Trigger orientation . . .........: *ROW
Trigger creation date and time ... ..: 11/07/08
09:42:15
Number of trigger update columns ... .: 0
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If inserts, updates and deletes were entered as trigger events in Whodunnit and you wish to
remove all trigger events, then use the following command but note that should you have any
other applications that have triggers on the selected file, those triggers will be removed as well
and will need to be added back:

RMVPFTRG + F4 then fill in the screen as follows:

Remove Physical File Trigger ( RMVPFTRG)

Type choices, press Enter.

Physical file ......... > DSOSAOOP Name

Library ........... > TMSDTAMMLName, *LIBL, *CURLIB
Triggertime .. ........ *ALL * ALL, *BEFORE, *AFTER
Triggerevent ......... *ALL * ALL, *INSERT, *DELETE...
Trigger ............ > *ALL
Trigger library ........ > WHOPGM Name, *FILE, *CURLIB
Bottom
F3=Exit F4=Prompt F5=Refresh F12=Cancel F1 3=How to use this display
F24=More keys

5.2

If you cannot remove the trigger because the file is in use, schedule a time when you will have
exclusive access and run the RMVPFTRG command then.

Delete Log Files
If at the time of building the Audit Objects you stored the respective log files in the WHOLOG

library, then simply delete the WHOLOG library and its contents as follows:
On the command line type the following: DLTLIB LIB(WHOLOG)

If the log files are in a different library they will need to be identified and deleted individually.
The last three letters of the file name will be ‘LOG’ and you will need to delete the log physical
file (PF) as well as a corresponding data area file (DTAARA). To locate the log files a search
could be done by typing the following on a command line:

Strpdm

Then select 2 (Work with objects) and complete the Library Name and Object Name fields.
Leave the Type and Attribute fields as *ALL — example below:
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Specify Objects to Work With

Type choices, press Enter.

Library .......... MYLIB *CUR LIB, name
Object:
Name........... *LOG *ALL , hame, *generic*
Type........... *ALL *ALL , *type
Attribute . ....... *ALL *ALL , attribute, *generic*,
*BLA NK

F3=Exit F5=Refresh F12=Cancel

53

All objects ending with ‘LOG’ will be displayed. Use option 4 (Delete) to delete the applicable

log files. Ensure that each log PF-DTA (physical file data) and the corresponding DTAARA
(data area) is deleted.

Delete Trigger, Purge and Print Programs
If at the time of building the Audit Objects you stored the trigger, purge and print files in the
WHOPGM library, then simply delete the WHOPGM library and its contents as follows:

On the command line type the following: DLTLIB LIB(WHOPGM)

If the trigger, purge and print programs are in a different library they will need to be identified
and deleted individually. The programs will be easily identifiable as the program name will be
preceded by the letters ‘TRG’ (trigger programs), ‘PRG’ (purge programs) and ‘PRT’ (print
programs). BE VERY CAREFUL NOT TO DELETE NON-WHODUNNIT PROGRAM S!!

On the command line type the following if the library name is unknown:
WRKOBJ OBJ(MYLIB/TRG*) OBJTYPE(*PGM).

This will display all the program names that begin with TRG in a library called MYLIB.
Example below:
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Work with Objects

Type options, press Enter.
2=Edit authority 3=Copy 4=Delete 5=Di
7=Rename 8=Display description 13=Change descript

OptObject Type Library Attribute  Text
TRGDABOR *PGM MYLIB RPGLE Trigger pr
TRGDAO2R *PGM MYLIB RPGLE Trigger p
TRGDSCM *PGM MYLIB RPGLE Trigger pr
TRGDSIM *PGM MYLIB RPGLE Trigger pr
TRGFCB4R *PGM MYLIB RPGLE Trigger pr
TRGSAB *PGM MYLIB RPGLE Trigger p
TRGSPCFR *PGM MYLIB RPGLE Trigger p

Parameters for options 5, 7 and 13 or command
=_-==>

F3=Exit F4=Prompt F5=Refresh F9=Retrieve F
and types

F12=Cancel F16=Repeat positionto F17=Position

splay authority
ion

ogram for DABOREP
rogram for DAO2REP
ogram for DSCMOOP
ogram for DSIMOOP
ogram for FCB4REP
rogram for SABPREP
rogram for SPCFREP

Bottom

11=Display names

to

5.4

Use option 4 (Delete) alongside the applicable programs to be deleted.

Separate commands will need to be run for the PRG and PRT programs as follows and the

applicable ones deleted using option 4 (Delete) :
WRKOBJ OBJ(MYLIB/PRG*) OBJTYPE(*PGM).
WRKOBJ OBJ(MYLIB/PRT*) OBJTYPE(*PGM).

Delete Whodunnit Library and Contents

The Whodunnit programs, files, commands, etc., are stored in the AXAUDnN library (where “n”
is the current version number of Whodunnit — e.g. AXAUD2). To delete all the contents and

the library, type the following on the command line:

DLTLIB LIB(AXAUD2).
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